


























 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

EXHIBIT A 



STUDENT DATA INFORMATION REQUEST FOR SOFTWARE 
SERVICES  

Colorado’s Student Data Transparency and Security Act [C.R.S. Section 22-16-101 et seq.] requires Poudre 
School District (PSD) to set forth certain contractual requirements before agreeing to the use of products 
that share student data. Due to the specificity of this language, PSD has opted to use its own contract to 
ensure compliance and alignment with the law and U.S. Department of Education recommendations 
regarding National Institutes of Standards and Technology Guidelines for Media Sanitization.   

The law defines Student Identifiable Data as all items which are collected, maintained, generated, or 
inferred through use of the service, which includes metadata. This means any data element in the software’s 
data table that can be connected to a student must be transparently identified along with how the data will 
be used. Because this may be different from what the company has reported under the Family Educational 
Rights and Privacy Act (FERPA), the District recommends pulling the data table to include all data 
elements.   

Please provide the following information to facilitate the contracting process:  

1. Detailed, formal description of product and scope of work to be completed. 
• Descriptions should not include wording such as “most used” or “used by X number of schools.” 
• Service descriptions should be detailed and free of sales language so it’s clear what’s being 

purchased. 
Perform. 
This teacher evaluation platform processes the Personal Information of individuals serving 
as staff or teachers within an educational institution along with inputs from evaluators 
employing the application to support evaluation activities. The application allows a manager 
conduct walkthroughs and observations, evaluate staff, track progress of evaluation 
processes and analyze results. The Personal Information involved in this application 
depends upon the unique evaluation workflow, created observation or walkthrough forms, 
self-assessments, goal setting established win the application. Personal Information 
captured within a form or evaluation and collected within the application so that analytics 
and dashboards can be generated. 
ProfessionalLearning. 
This application supports professional development learning for teachers by presenting 
training learning opportunities, assigned or recommended, related to specific subjects, 
grade levels or other classifications. Personal Information is processed within the 
application solely to present learning opportunities, track attendance, monitor progress to a 
set professional development plan, and schedule courses, used to generate completion 
certificates for teachers; and notify teachers of upcoming opportunities via email (as enabled 
by the customer administrator). The credential system within the application can capture an 
individual teacher’s existing and expiring credentials. 
ApplicantTracking. 
The application supports the hiring process from sourcing, screening, selection, hire and 
onboarding. Personal Information provided and processed could be an email address, 
name, contact information, resume information necessary for creating an account on the 
platform. 
CandidateAssessment. 
This application is an online multi-format assessment platform that processes teacher 
candidate responses to aid a school or district to evaluate candidates objectively and fairly 



who apply for positions with an educational institution. Personal Information provided as 
part of the assessments are controlled by customer. 
EmployeeRecords. 
This application supports the onboarding and maintaining digital records on an educational 
institution’s staff and teachers. The Personal Information processed would cover all 
personal information required by the school, school district or another relevant stakeholder 
in the process of supporting the employee. The information includes task information for 
onboarding and other district processes, annual contract or letters to the employee, 
biographic information, and other HR information retained by the district. 
SchoolSpringJobBoardAdministrativeView. 
This application provides the ability for schools, school districts National Job board) or a 
large school district, consortiums or educational organization (Consortium job board) to list 
their available positions. Personal Information of individuals creating a profile is collected 
and processed within the application. 
SmartFindExpress(AbsenceManagement). 
This application enables the district staff/teachers to enter their absence requests which 
need substitute staff/teachers to fill those absences. The application posts the substitute 
positions which may be accepted or declined by the candidates for the substitute position. 
Personal Information necessary to support this application include, name, phone number, 
email address, and certifications. Schools and School districts can manage teacher 
absences and also create additional vacation positions needing substitute staff to fill those. 
Potential substitutes can manage their schedule availability within the application. 
BusinessPlus. This application enables the educational institutions at district 
levels to work across departments for processing HR records, payroll and General 
accounting purposes. The application collects personal data like name, profession, address, 
educational qualifications, social security details. The application processes client data in 
accordance with accounting and finance regulations to offer Payroll Processing and 
Financial Accounting. 
Allovue Allocate. This application enables educational institutions at the 
district and state level to conduct planning and analysis for resource allocation to school and 
district sites. This application includes aggregated personal data such as student counts by 
disability category, student counts by socioeconomic status, average salaries by job roles, 
and other data at the department, school, or district level. 
Allovue Manage. This application enables educational institutions at the 
district and school level to review, analyze, and monitor financial and human resources data. 
The application collects personal data like Name, Profession, Salary, and Benefits Elections 
for educational institution employees, as well as detailed records from accounting, accounts 
payable, and other key financial sources. The data in this application is sensitive and 
processed accordingly. 
Allovue Budget Suite. This application enables institutions at the district and 
school level plan, review, and analyze future financial and staffing plans assigned to 
strategies and priorities. This application collects personal data like Name, Profession, 
Future Salary, and Future Benefits for educational institution employees as well as contain 
potentially sensitive data about planned future spending by vendor, purpose, and fund 
sources. The application processes client data in accordance with the sensitivity of the data 
contained therein and protected accordingly 
PowerSchoolSchoolMessengerCommunicate. 
Communicate is a mass notification platform that allows customers to quickly communicate 
with their district stakeholders, including parents/guardians, students, staff, and their 
community. This application leverages Customer demographic and contact data to ensure 
relevant communications are sent to the proper recipients. 
 



2. What student data is collected through use of the system? 
• List all student data that’s collected, maintained, generated, or inferred through use of the service; 

this includes information created or collected by the company. 
 

Please NOTE: This form is being completed by the IT department at PSD based on information 
provided by PowerSchool to be included as Exhibit A in the Contract Agreements. 
 
Privacy Policy and Email attachments are provided in the Request 

Student  Teacher  Attendance  Guardian 
Data 

Food 
Service 

Data 

Bus 
Information 

Student ID Staff ID Unique ID Guardian 
Category 

List Balance Mon-Friday 
(To-From 
Route) 

First name First name Absence Data Last name Speakable 
Balance 

Each Day 
Bus Details 

Last name Last name Periods Missed First name   

School ID School  Phone   

Home 
Language 

Staff SMS  email   

Grade level Phone     

Gender Email     

Email      

1 
3. What is the purpose of collecting student data? 
See the “Scope of Work” above. 
 
4. What third parties does the company partner with who may receive student data in any format?

 This includes storage and vendors receiving encrypted data. 
Data SubProcessors Processing Activity Location 

AWS Data Storage United States 
Microsoft Azure Data Storage United States 
Oracle Database Various 
Snowflake Data Storage United States 
Twilio Cloud Communications United States 
Salesforce Data storage of customer data 

for sales and marketing 
activities 

United States 

Qlik Tool to support data migration to 
data storage 

United States 

 



5. What is the purpose of the third-party partners? 
To comply with PowerSchool’s obligations under applicable data protection laws and to our 
customers, we provide a list of significant third-party suppliers that enable us to provide our 
products and services and operate our business. These third-party suppliers perform the 
functions described below and are considered subprocessors under applicable data 
protection laws (“Subprocessors”). We require our Subprocessors to implement proper 
security measures to safeguard and to respect the privacy rights attendant to Customer Data 
and Collected Data. 
 

6. Please provide: 
• Does the system allow integration for rostering? 

 Yes  - We share data from our SIS for School Messenger Communication 



 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

EXHIBIT B 



 
 
PowerSchool Group LLC
150 Parkshore Dr.
Folsom CA 95630

 
Quote #: Q-200849-1

Sales Quote - This Is Not An Invoice
 
Prepared By: Shelby Duclos Customer Contact: Kera Badalamenti
Customer Name: Poudre School District R-1 Title: Executive Director of Finance
  Address: 2407 LaPorte Avenue
Contract Term: 12 Months City: Fort Collins
Billing Frequency: Annually
Start Date: August 1, 2025 State/Province: Colorado
End Date: July 31, 2026 Zip Code: 80521
Payment Terms: Net 30 Phone # 9704903114
Pricing Vehicle: Pricing Vehicle Contract #:
 
 

Contract Term : August 1, 2025 to July 31, 2026
 
 

Quote Summary

License and Subscription Period(s) License and Subscription Total

Subscription Period 1: August 1, 2025 to
July 31, 2026

USD 359,484.29 USD 359,484.29

Total Contract : August 1, 2025 to July 31,
2026

USD 359,484.29 USD 359,484.29

 

License and Subscription Fees

Subscription Period 1 License and
Subscription Fees

Product Description Quantity Unit Price

BusinessPlus Microfocus NetExpress Prod M/S 1.00 Year USD 982.69

eFinancePlus MKS SysAdmin Toolkit M/S 1.00 Year USD 635.34

eFinancePlus MKS SysAdmin Toolkit M/S 1.00 Year USD 1,023.84

BusinessPlus Accounts Recvble/Cash Recpt M/S 1.00 Students USD 3,412.18

BusinessPlus Microfocus NetExpress Prod M/S 1.00 Year USD 491.32

BusinessPlus Accounts Payable/Bank Recon M/S 1.00 Students USD 3,412.18

eFinancePlus MKS SysAdmin Toolkit M/S 1.00 Year USD 635.34

BusinessPlus General Ledger M/S 1.00 Students USD 15,172.73

BusinessPlus Fixed Assets M/S 1.00 Students USD 3,092.65

BusinessPlus Human Resources M/S 1.00 Students USD 8,249.19

BusinessPlus Form Printing M/S 1.00 Students USD 1,319.51

BusinessPlus Purchasing M/S 1.00 Students USD 4,910.57

BusinessPlus Stores Inventory M/S 1.00 Students USD 4,910.57

BusinessPlus Work Order Management M/S 1.00 Students USD 0.00

BusinessPlus Module Software M/S 1.00 Year USD 1,897.76

BusinessPlus Bank Reconciliation M/S 1.00 Students USD 1,897.68

BusinessPlus Payroll M/S 1.00 Students USD 8,249.19

BusinessPlus Documents Online M/S 1.00 Students USD 7,424.99

BusinessPlus Click, Drag and Drill M/S 1.00 Students USD 4,741.23
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Product Description Quantity Unit Price

BusinessPlus Employee Online M/S 1.00 Students USD 3,092.65

BusinessPlus Microfocus NetExpress Test M/S 1.00 Year USD 831.36

BusinessPlus P-Card M/S 27,382.00 Students USD 2,636.89

Talent Recurring Services 1.00 Each USD 6,420.00

SmartFind Express Sub Eligible 1.00 Each USD 26,735.51

SmartFind Express NonSub Eligible 1.00 Each USD 4,109.48

Applicant Tracking Ext. Auth 1.00 Each USD 0.00

Analytics and Insights Talent Absence 1.00 Students USD 0.00

Perform District 1.00 Each USD 42,433.31

TalentEd Sync Implementation 1.00 Students USD 1,911.42

TalentEd Records - Professional 1.00 Students USD 30,964.85

Applicant Tracking Integration SparkHire 1.00 Each USD 2,252.90

Applicant Tracking 1.00 Students USD 10,837.68

SchoolSpring Job Board Unlimited 1.00 Students USD 0.00

PD Management License - Certificated - Old Pricing 1.00 User USD 17,303.94

Professional Learning LMS Integration 1.00 Each USD 5,733.54

PD Management License - Classified - Old Pricing 1.00 User USD 18,135.90

Room Management License 1.00 Each USD 3,128.79

Allovue Budget Suite 25,509.00 Students USD 97,223.47

Allovue Budget Book Add On 25,509.00 Each USD 0.00

Connected Intelligence DAAS - Business Plus Connection 25,509.00 Students USD 4,967.62

Connected Intelligence DAAS - VPN Connection 1.00 Each USD 3,338.40

Connected Intelligence DAAS - Allovue Connection 25,509.00 Students USD 4,967.62

Subscription Period 1 License and Subscription Fees TOTAL: USD 359,484.29

Total License and Subscription Fees :  USD 359,484.29   

------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Subscription Start and End Dates shall be as set forth above. On-Going PowerSchool Subscription/Maintenance and Support Fees are
invoiced at the then-current rates and enrollment per existing terms of the executed agreement between Customer and PowerSchool.
Any applicable sales or other tax has not been added to this quote. If this quote includes promotional pricing, such promotional pricing
may not be valid for the entire duration of this quote.
 
All purchase orders must include the exact quote number of this quote. Customer agrees that purchase orders are for administrative
purposes only and do not impact the terms or conditions of this quote or any agreement executed between the parties. Any credit
provided by PowerSchool is nonrefundable and must be used within 12 months of issuance. Unused credits will expire after 12 months.
 
This quote incorporates any statement of work attached hereto. This quote is subject to and incorporate the terms and conditions found
at
www.powerschool.com/MSA_2024/.
 
By either (i) executing this quote or (ii) accessing the services described on this quote, Customer agrees that after the contract term
end date, the subscription for such services will continue for successive twelve (12) month subscription periods on the same terms and
conditions as set forth herein, subject to a standard annual price uplift and excluding any promotional pricing, unless Customer provides
PowerSchool with a written notice of its intent not to renew at least sixty (60) days prior to the end of the applicable current contract
term.
 
By signing below, Customer acknowledges and agrees that this quote hereby replaces and governs the previously issued quote #
Q-187380 (the “Prior Quote”), which Prior Quote is hereby null and void.
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THE PARTIES BELOW ACKNOWLEDGE THAT THEY HAVE READ THE AGREEMENT, UNDERSTAND IT AND AGREE TO BE
BOUND BY ITS TERMS. 
 
 
POWERSCHOOL GROUP LLC Poudre School District R-1
  
Signature: Signature:

\s1\
 

Printed Name: Jon Scrimshaw Printed Name:
 \n1\
Title: Chief Accounting Officer Title:

\t1\
Date: 26-SEP-2025 Date:

 \d1\                   
                         

PO Number:  ___________________________  
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PowerSchool Group LLC
150 Parkshore Dr.
Folsom CA 95630

 
Quote #: Q-66222-1

Sales Quote - This Is Not An Invoice
 
Prepared By: Shelby Duclos Customer Contact: Allison - ITC Brinkhoff
Customer Name: Poudre School District R-1 Title:
  Address: 2407 LaPorte Avenue
Contract Term: 12 Months City: Fort Collins
Billing Frequency:
Start Date: August 1, 2025 State/Province: Colorado
End Date: July 31, 2026 Zip Code: 80521
Payment Terms: Net 30 Phone #
Pricing Vehicle: Pricing Vehicle Contract #:
 
 

Contract Term : August 1, 2025 to July 31, 2026
 
 

Quote Summary

License and Subscription Period(s) License and Subscription Total

Subscription Period 1: August 1, 2025 to
July 31, 2026

USD 71,405.81 USD 71,405.81

Total Contract : August 1, 2025 to July 31,
2026

USD 71,405.81 USD 71,405.81

Subscription Period 1 License and
Subscription Fees

Product Description Quantity Unit Disc (%or$) Price

SchoolMessenger Communicate 24,995.00 Students USD 71,405.81

Subscription Period 1 License and Subscription Fees TOTAL: USD 71,405.81

------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Subscription Start and End Dates shall be as set forth above. On-Going PowerSchool Subscription/Maintenance and Support Fees are
invoiced at the then-current rates and enrollment per existing terms of the executed agreement between Customer and PowerSchool.
Any applicable sales or other tax has not been added to this quote. If this quote includes promotional pricing, such promotional pricing
may not be valid for the entire duration of this quote.
 
All purchase orders must include the exact quote number of this quote. Customer agrees that purchase orders are for administrative
purposes only and do not impact the terms or conditions of this quote or any agreement executed between the parties. Any credit
provided by PowerSchool is nonrefundable and must be used within 12 months of issuance. Unused credits will expire after 12 months.
 
This quote incorporates any statement of work attached hereto. This quote is subject to and incorporate the terms and conditions found
at
www.powerschool.com/MSA_2024/.
 
By either (i) executing this quote or (ii) accessing the services described on this quote, Customer agrees that after the contract term
end date, the subscription for such services will continue for successive twelve (12) month subscription periods on the same terms and
conditions as set forth herein, subject to a standard annual price uplift and excluding any promotional pricing, unless Customer provides
PowerSchool with a written notice of its intent not to renew at least sixty (60) days prior to the end of the applicable current contract
term.
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THE PARTIES BELOW ACKNOWLEDGE THAT THEY HAVE READ THE AGREEMENT, UNDERSTAND IT AND AGREE TO BE
BOUND BY ITS TERMS. 
 
 
POWERSCHOOL GROUP LLC Poudre School District R-1
  
Signature: Signature:

\s1\
 

Printed Name: Jon Scrimshaw Printed Name:
 \n1\
Title: Chief Accounting Officer Title:

\t1\
Date: 29-AUG-2025 Date:

 \d1\                   
                         

PO Number:  ___________________________  
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DATA PRIVACY AGREEMENT 

 
This Data Privacy Agreement (“DPA”) supplements the agreed to license and service agreement for the PowerSchool Services 
between the PowerSchool Contracting Entity (“PowerSchool” or “Processor”) and the entity identified in the signature block 
below (“Customer”, or “Controller”) and is made and entered into as of the last signature below, (the “Effective Date”). The 
terms herein supplement and amend the terms of the PowerSchool’s standard Main Services Agreement or, if there is none, the 
then-existing applicable agreement between PowerSchool and Customer for the provision of PowerSchool’s services and 
products, as amended by the Parties from time to time (the “MSA”). The term “MSA” includes all exhibits, addenda, statements 
of work, and quotes that are attached to, referenced in or otherwise associated with the MSA.  PowerSchool’s Global Privacy 
Statement (located at https://www.powerschool.com/privacy) presents the PowerSchool Privacy Principles and its legitimate 
interest statement which are enforced by this DPA.  In the event of a conflict between the MSA and this DPA, concerning data 
processing, and parties’ responsibilities around data privacy of Customer Data, this DPA controls. 
 
Below are the terms and conditions pursuant to which any Customer Data will be handled by PowerSchool and permitted third 
parties during the term of the MSA and after its termination. Any capitalized terms not defined herein shall have the meaning 
given to them in the MSA. PowerSchool and Customer are individually known as a “Party” and collectively referred to as 
“Parties.” 
 
1. Glossary of Terms. 
The terms, “Controller”, “Data Subject”, “Personal Data”, “Personal Data Breach”, “Processor”, and “Processing” 
(includes “Processed”) shall have the same meaning as in the EU General Data Protection Regulation (“GDPR”). 

1.1 “Aggregate Data” is raw data without personal identifiers gathered and expressed in a summary form for 
statistical analysis. 

1.2 “Applicable Law” means any law that regulates the processing, privacy, or security of Customer Data 
and that is directly applicable to each Party to this DPA in the context of PowerSchool Processing Customer Data. 

1.3 “Customer Data” means all data, files, documents, and records uploaded to a PowerSchool Subscription 
Service or transmitted to PowerSchool under this Agreement by or on behalf of the Customer including user-provided and user-
generated data but excluding Aggregate Data and system-generated data (e.g. metadata or Transaction Data) not contain any 
Customer Data element. Customer Data shall include all Personal Data. 

1.4 “De-identified Data” means information generated by the data processor that does not contain Personal 
Data and any direct or indirect personal identifiers, and that is not used or linked to identify any individual. 

1.5 “Designated Representative” means Customer or Processor employees as specified in the MSA to 
whom all notices required in this DPA will be sent. 

1.6 “Education Records” are records that are directly related to a student and that are maintained by an 
educational agency or institution or a party acting for or on behalf of the agency or institution. These records include but are not 
limited to grades, transcripts, class lists, student course schedules, health records (at the K- 12 level), student financial 
information (at the postsecondary level), and student discipline files. The information may be recorded in any way, including, 
but not limited to, handwriting, print, computer media, videotape, audiotape, film, microfilm, and microfiche. 34 CFR § 99.3. 
For the purpose of this DPA, “Education Records” provided to PowerSchool are presumed to be owned and under the control 
of the Customer. 

1.7 “Personal Data” means, in any form, format, or media, any data or information (i) relating to, describing, 
is capable of being associated with, or could reasonably be linked to (directly or indirectly) an identified or identifiable natural 
person or household (or the processing of which is otherwise regulated under Applicable Data Protection Laws). 

1.8 “Personal Data Breach” means any actual compromise to the availability, confidentiality or integrity of 
Customer Data or the Services provided by PowerSchool, including without limitation the unauthorized or unlawful disclosure, 
access, acquisition, alteration, destruction, corruption, use, or other processing of Customer Data. 

1.9 “Restricted Transfer” means any transfer of Customer Data to a Third Country (as defined in the 
Jurisdiction Specific Terms), an international organization, or across national borders that would be prohibited by Applicable 
Laws (or by the terms of data transfer agreements put in place to address the data transfer restrictions of Applicable Data 
Protection Laws) in the absence of a lawful transfer mechanism or other evidence of adequate data protection standards. 

1.10 “Student Data” is a subset of Customer Data and contains Personal Data that would typically include 
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pupil records of students and parents of students enrolled in a school, such as education records. 
1.11 “Subprocessor” means PowerSchool’s subcontractors or agents, appointed by or on behalf of 

PowerSchool in PowerSchool’s role as Processor to process Customer Data on behalf of Customer in accordance with the MSA. 
1.12 “Student Profile” means a collection of PII (“Personal Identifiable Information”) data elements relating to 

a student of the Customer. 
1.13 “Transaction Data” means system-generated information regarding the performance and actions of 

PowerSchool Subscription Service, which is not Customer Data. Such Transaction Data is owned by PowerSchool.   
 
2. Purpose. 
To describe parties’ responsibilities as a Controller and Processor concerning the handling and protection of Customer Data.  
Parties have entered into the applicable MSA pursuant to which the Customer is granted a license to access and use the service or 
product provided by PowerSchool. In providing the service or using such product, PowerSchool will engage, as directed by the 
Customer, in the processing of Customer Data submitted to and stored within the service or product by PowerSchool. The parties 
are entering into this DPA to ensure that the processing by PowerSchool of Customer Data, within the service product by Customer 
and/or on based on the Customer’s instructions, is done in a manner compliant with Applicable Law and its requirements regarding 
the processing of Customer Data. 
 
3. PowerSchool Products and Solutions. 
The MSA along with the accompanying applicable Quote(s) or Statement(s) of Work, provides the contracted-for PowerSchool 
products, solutions, and services. 
 
4. Data Classification. 
PowerSchool classifies data as “public”, “private”, or “restricted”, with restricted data requiring the highest level of care and 
security. 

4.1. All Customer Data that has not been de-identified or aggregated are classified as “ restricted” in 
PowerSchool products, solutions, and services. 

4.2. PowerSchool employs physical, administrative, and technological safeguards for restricted data. See 
Schedule 1-C (Physical, Administration, And Technological Safeguards) for more detail. 
 

5. Customer Data. 
5.1. PowerSchool will maintain all Customer Data in strict confidence and will not disclose any such Customer 

Data, or copies thereof, to any person or entity other than Customer’s legal counsel or Customer’s designated contact, or pursuant 
to this DPA. The Customer Data shared pursuant to the MSA, including persistent unique identifiers, will be used and processed 
for no purpose other than the performance of the Services as described in this DPA, documented instructions given by the 
Customer, or as further described in the applicable MSA, unless otherwise required by applicable law to which PowerSchool is 
subject (in such a case, PowerSchool shall inform the Customer of that legal requirement before processing, unless that law 
prohibits such information on important grounds such as public interest).  The Customer agrees PowerSchool may generate De-
Identified Data from Customer Data and use the De-Identified Data for the improvement of PowerSchool Product(s), or internal 
research only.  

5.2. PowerSchool acknowledges that Customer retains full right and ownership to and control of all Customer 
Data unless such rights and ownership are specifically granted to PowerSchool in a writing signed by Customer and the User(s) 
or, if the User(s) is a minor child, by the child’s parent/guardian. 
 
6. Processing of Customer Data. 

6.1. PowerSchool shall ensure that persons authorized by PowerSchool to process the Customer Data on behalf 
of the Controller, including PowerSchool’s employees, Subprocessors (and Subprocessor’s employees), have committed 
themselves to confidentiality or are under an appropriate statutory obligation of confidentiality and that such persons who have 
access to the Customer Data process such Customer Data in compliance with the Customer’s instructions and the Applicable 
Laws. 

6.2. PowerSchool may access and use Customer Data on a need-to-know basis and only as expressly authorized 
by Customer for the sole and express purpose of fulfilling its obligations under the MSA and this DPA and any applicable Quote 
or Statement of Work. Such access or use of Customer Data by PowerSchool shall be to the minimum extent necessary and 
only for PowerSchool to fulfill its obligations under the MSA and this DPA and any applicable Quote or Statement of Work. 
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6.3. Unless expressly permitted by the Customer, PowerSchool shall not: 

6.3.1. Use, sell, rent, transfer, distribute, alter, or disclose Customer Data to any third party without the 
prior written consent of the Customer, except as required by Applicable Law or contracted for in the MSA; 

6.3.2. Use Customer Data for its own commercial benefit, including but not limited to, advertising or 
marketing of any kind directed toward children, parents, guardians, or Customer employees; 

6.3.3. Use Customer Data to create a Student Profile other than as authorized and required to provide the 
Services contracted for by the Customer. by the MSA to perform the Services; and 

6.3.4.  Store Customer Data outside the continental United States, unless Processor has given the 
Customer Designated Representative advance written notice of where and how the servers are housed, managed, and 
secured, and that the security standards required herein can be achieved; and the storage would be permitted under 
Applicable Law. 

6.4. Qualified FERPA Exception. For Services provided under an MSA governed by the laws of the United 
States, if PowerSchool will have access to Education Records, Customer hereby acknowledges that, for the purposes of this 
DPA and the MSA, pursuant to the Family Educational Rights and Privacy Act, 20 U.S.C. § 1232g and its implementing 
regulations, 34 C.F.R. Part 99 (“FERPA”), the Processor is designated as a “school official” with “legitimate educational 
interests” in the Customer Education Records, Student Data, and Personal Data disclosed pursuant to the MSA. PowerSchool 
agrees to abide by the FERPA limitations and requirements imposed on school officials. Processor will use the Education 
Records only for the purpose of fulfilling its duties under the MSA for Customer’s and its Users’ benefit and shall not share 
Customer Data with or disclose it to any third party except as provided for in the MSA or this DPA, as required by Applicable 
Law, or if authorized to do so in writing by the Customer. 

6.5. Customer represents and warrants that it has obtained, where required by law, all necessary consents and 
government authorizations required under Applicable Law to permit the Processing of Customer Data by PowerSchool.  
PowerSchool shall not be liable for the failure of the Customer to obtain relevant consent and/or applicable authorization before 
the transfer of Customer Data to PowerSchool for processing. 

6.6. Customer agrees to indemnify and hold PowerSchool and its Affiliates harmless from and against any 
action, claim, expense, damage, and cost brought against PowerSchool or any of its Affiliates, whether by a Data Subject or a 
government authority, related to necessary Data Subject consents and government authorizations for Processing. 

6.7. PowerSchool agrees not to edit or use Customer Data, unless: 
6.7.1. integral to and clearly contemplated by the particular nature of the Services or otherwise 

permitted pursuant to the MSA or this DPA; 
6.7.2. written consent is first procured from and through the Customer; or 
6.7.3. the editing is performed to maintain the integrity of the Customer Data. 

 
7. Reliability of PowerSchool’s and Subprocessors’ Employees, Agents and Contractors. PowerSchool shall take 
reasonable measures to ensure the reliability of employees, agents, and contractors of PowerSchool, and Subprocessors who 
may have access to Customer Data with the goal of ensuring that access to Customer Data is limited to individuals who need to 
know or access Customer Data under the terms of the MSA or this DPA, and to comply with Applicable Law. 
 
8. Security of Processing. 
Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of Processing 
as well as the risk of varying likelihood and severity for the rights and freedoms of Data Subjects, PowerSchool shall implement 
appropriate technical and organizational measures to ensure a level of security appropriate to the risk. For further information 
on PowerSchool’s technical and organizational measures, see Schedule 1-C (Physical, Administration, and Technological 
Safeguards).  PowerSchool shall make available to the Customer information necessary to demonstrate compliance with its 
obligations regarding providing security and maintaining compliance with PowerSchool’s security plan/program laid described 
in Schedule 1-C.  
 
9. Subprocessors 

9.1. Customer authorizes PowerSchool to appoint Subprocessors in accordance with this paragraph and the 
MSA. 

9.2. PowerSchool will enter into written agreements (“Subprocessor Agreement”) whereby 
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Subprocessors agree to secure and protect Customer Data in a manner consistent with the terms of this DPA and the MSA, 
including the necessary contract or such applicable mechanism for cross-border transfer of data when such transfer would be 
considered a Restricted Transfer. 

9.3. PowerSchool will periodically conduct or review compliance monitoring and assessments of 
Subprocessors to determine their compliance with this DPA and MSA. 

9.4. Pursuant to its respective Subprocessor Agreement, the applicable Subprocessors shall: 
9.4.1. not disclose Customer Data, in whole or in part, to any third party with the exception of a its own 

Subprocessors who shall be properly vetted by the primary Subprocessor; 
9.4.2. not use any Customer Data to advertise or market to students or their parents/guardians; 
9.4.3. access, view, collect, generate and use Customer Data only to the extent necessary to assist 

Processor in performing its obligations specified in this DPA and the MSA; 
9.4.4. at the conclusion or termination of the work, as directed by the Customer through PowerSchool, 

delete or return to PowerSchool, or the Customer (as feasible and applicable), all Customer Data in the Subprocessor’s 
possession, custody or control, at the election of the Customer; 

9.4.5. utilize reasonable physical, administrative, and technical safeguards in accordance with industry 
standards to secure Customer Data from unauthorized disclosure, access and use. Subprocessor shall ensure that its 
employees and subcontractors who have access to Customer Data have been adequately vetted, trained, and possess the 
necessary qualifications to comply with the terms of this DPA; and 

9.4.6. not re-identify or attempt to re-identify any De-identified Data or use De-identified Data in 
combination with other data elements or De-identified Data in the possession of a third-party affiliate, thereby posing risks 
of re-identification. 

 
10. Data Subject Rights. 

10.1. With respect to requests from Data Subjects regarding Customer Data, PowerSchool shall: 
10.1.1. promptly notify the Customer if PowerSchool receives a request from a Data Subject under any 

Applicable Law with respect to Customer Data considering that the Customer shall be primarily responsible for responding 
to Data Subject requests. 

10.1.2. reasonably cooperate and assist Customer in connection with access requests, inquiries, and 
complaints from Data Subjects to whom the data relates or from data protection authorities; and 

10.1.3. not directly respond to the request except on documented instructions of the Customer. 
10.2. PowerSchool acknowledges that Applicable Law regarding Data Subject Rights may be further 

promulgated, modified, or interpreted by state attorney generals. PowerSchool will reasonably cooperate and assist Customer 
in adapting PowerSchool’s support of Customer regarding responding to Data Subject requests. 
 
11. Personal Data Breach. 

11.1. Customer agrees to notify PowerSchool immediately of any unauthorized use of Customer’s accounts 
or any other breach of security. 

11.2. Upon PowerSchool’s becoming aware of a Personal Data Breach of Customer Data, PowerSchool shall 
immediately investigate the Personal Data Breach. 

11.2.1. In the course of the investigation, PowerSchool shall take steps to mitigate and remediate the 
Personal Data Breach. 

11.2.2. PowerSchool shall notify t h e  Customer without undue delay, and within the time period 
required by Applicable Law. 

  

11.2.3. PowerSchool shall provide the Customer with sufficient information to permit the Customer to 
make a determination as to any notification obligations under Applicable Law. 

11.3. PowerSchool shall cooperate with Customer and take commercially reasonable steps to assist Customer 
in an investigation of the Data Breach. 

11.4. For additional information regarding Personal Data Breach notification and response, see Schedule 1-C. 
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12. Data Protection Impact Assessment. 
PowerSchool shall provide reasonable assistance related to the nature of Processing to Customer in the event that a data 
protection impact assessment be required by Applicable Law. 
 
13. Return and Disposition of Customer Data. 

13.1. Upon written request from Customer and in accordance with the applicable terms in the following provisions 
of the Section 13 (Return and Disposition of Customer Data), PowerSchool will dispose or delete all Customer Data within a 
commercially reasonable time period when it is no longer needed for the purpose for which it was obtained. 

13.1.1. Customer must inform PowerSchool when Customer Data is no longer needed. In no event will 
PowerSchool dispose of Customer Data pursuant to this provision unless and until PowerSchool has received affirmative 
written confirmation from Customer that Customer Data does not need to be transferred to a separate account. 

13.1.2. Disposition will include (1) the shredding of any hard copies of any Customer Data; (2) erasing; 
or (3) otherwise modifying the personal information in those records to make the information unreadable or indecipherable 
by human or digital means. 

13.1.3. Nothing in this DPA or the MSA authorizes PowerSchool to maintain Customer Data beyond the 
time period reasonably needed to complete the disposition. 

13.1.4. Upon request by Customer, PowerSchool will provide written notification to Customer when all 
Customer Data have been disposed. 

13.1.5. Upon receipt of a request from Customer, PowerSchool will provide Customer return of Customer 
Data, as commercially reasonable. 

13.1.6. Customer acknowledges there may be a reasonable service fee attached to such data return service 
where more than two (2) such service requests are submitted by the Customer during the term of the MSA. 

13.2. Throughout the Term of the MSA, Customer may request partial disposal of Customer Data that is no longer 
needed. 

13.2.1. Partial disposal of Customer Data will be subject to Customer’s request to transfer such data to a 
separate account. 

13.2.2. To the extent Customer is unable to transfer such data by their own accord, PowerSchool agrees to 
assist Customer, at Customer’s expense, to transfer any Customer Data in question, so long as it is commercially reasonable 
to do so. 

13.2.3. To the extent transfer or partial disposal of Customer Data is not commercially reasonable, 
PowerSchool will inform the Customer of the actual costs to undertake such a transfer, and Customer may agree to pay the 
cost of such transfer. If Customer does not agree to pay the cost of such transfer, PowerSchool has no obligation to conduct 
any data transfer on Customer’s behalf. 

13.2.4. All transfers must comply with Applicable Law. PowerSchool is not liable or in breach of this 
Agreement if PowerSchool denies a transfer that, in its reasonable judgment, does not comply with the Applicable Law. 
Any transfer made on Customer’s written request requires Customer to fully indemnify and hold harmless PowerSchool 
from complying with Customer’s instructions. 

PowerSchool may retain Customer Data if required by Applicable Law.  
 
14. Transfer of Customer Data to Succeeding Vendor Upon Termination. 
Upon termination of this DPA, PowerSchool will, if requested by Customer, securely transfer all Customer Data directly from 
PowerSchool’s Site to the hosting site or platform of another vendor designated by Customer, such transfer to occur on a date 
on or after the effective date of termination as directed by Customer in a format mutually agreed by PowerSchool and at 
Customer’s cost. PowerSchool will have no obligation to transfer Customer Data in a form or format specified by succeeding 
vendor, but PowerSchool will provide Customer Data in a manner that is the industry standard. 
 
15. Response to Legal Orders, Demands or Requests for Data. 

15.1. The terms herein will not be construed as prohibiting either Party hereto from disclosing information to the 
extent required by law, regulation, or court order, provided such Party notifies, where not prohibited, the other party promptly 
after becoming aware of such obligations and provides the other Party an opportunity to seek a protective order or otherwise 
to challenge or limit such required disclosure. 

15.2. PowerSchool will not disclose (and will not instruct any of its employees or Subprocessors to disclose) in 
any manner whatsoever any Customer Data to any third party unless: 
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15.2.1. such disclosure is required in order for PowerSchool to perform its obligations pursuant to the 
MSA or this DPA and any applicable Quote or Statement of Work; 

15.2.2. such disclosure is permitted under Applicable Law;  
15.2.3. If PowerSchool becomes legally compelled to disclose Customer Data, PowerSchool will, to the 

extent permitted by law and if time permits, provide Customer with prompt written notice thereof prior to disclosure. 
 

16. Compliance with Applicable Law. 
16.1. The Parties acknowledge that Customer Data may include Personal Data in Education Records that are 

subject to Applicable Law of the applicable jurisdiction. As such, parties shall comply with all obligations under the Applicable 
Law that apply. 
 

17. Termination. 
17.1. Subject to agreed data return, data transfer, data disposal, legal, or other end of term obligations, this DPA 

will automatically terminate without any further action of the Parties upon the termination or expiration of the applicable MSA 
between the Parties or successful completion of the Services under such MSA. Alternatively, upon re-execution of the MSA by 
the Customer, this DPA shall also be revived and be of full force and effect. 

17.2. The obligations of PowerSchool and Customer, as necessary, under this DPA shall survive termination or 
expiration of this DPA or MSA, until all Customer Data has been returned or disposed. 

 
18. Cross-Border Transfer of Data 

Where a data subject’s Personal Data originates within a country requiring an adequate level of protection when 
disclosing or transferring such Personal Data outside the originating country, PowerSchool shall not disclose or transfer the 
Personal Data outside the originating country without ensuring an appropriate cross-border mechanism is in place to support such 
disclosures or transfers as required by Applicable Laws.  Such safeguards will become an integral part of this DPA.  

 
For all Customer Data disclosed or transferred from the European Economic Area or any other jurisdiction recognizing 

the Standard Contractual Clauses as a valid mechanism to transfer Personal Data to a Non-Adequate Country, Module 2 of the 
Standard Contractual Clauses are deemed as completed, and shall be an integral part of this DPA, provided that parties agree that 
transfers to PowerSchool in the United States from the EU/EEA shall be valid as PowerSchool participates in the Data Privacy 
Framework program. 

 
19. General Terms. 

19.1 The parties to this DPA hereby submit to the choice of jurisdiction stipulated in the MSA with respect 
to any disputes or claims arising under this DPA.The terms of this DPA do not reduce PowerSchool’s obligations under the 
MSA regarding the protection of Customer Data and does not permit PowerSchool to Process Customer Data in ways prohibited 
by the MSA. 

19.3  In the event that there is a conflict or inconsistencies between this DPA, Applicable Law, and the 
Standard Contract Clauses regarding cross-board transfer issues, the conflict or inconsistencies shall be resolved in the 
following order: (i) first, Applicable Law, (ii) second, the applicable Standard Contract Clauses, and (iii) then the DPA. 

19.4 In the event that there is a conflict or inconsistencies between the MSA and this DPA concerning data 
processing and parties’ responsibilities, this DPA controls. 
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SCHEDULE 1-C 

 

PHYSICAL, ADMINISTRATIVE, AND TECHNOLOGICAL 
SAFEGUARDS 

 
A.1 Data Security. PowerSchool agrees to abide by and maintain adequate data security measures, consistent with industry 
standards for digital storage of Customer Data, to protect Customer Data from unauthorized disclosure or acquisition by an 
unauthorized person. The general security obligations of PowerSchool are set forth below. These security measures will 
include, but are not limited to: 

A.1.1 Passwords and Employee Access. PowerSchool will secure usernames, passwords, and any other means of 
gaining access to the Services or to Customer Data, at a level meeting or exceeding the applicable standards. 
PowerSchool will only provide access to Customer Data to employees or contractors who require access pursuant to 
the MSA and this DPA, and only on terms consistent with or exceeding the data security measures required by this 
DPA between the Parties. 
A.1.2 Security Protocols. The Parties agree to maintain security protocols that meet industry standards in the transfer 
or transmission of any data, including ensuring that data may only be viewed or accessed by parties legally allowed to 
do so. PowerSchool will maintain all data obtained or generated pursuant to the MSA in a secure digital environment. 
A.1.3 Employee Training. PowerSchool will provide periodic security training to those employees who operate or 
have access to the system. Further, PowerSchool will provide Customer with contact information of an employee whom 
Customer may contact if there are any security concerns or questions. 
A.1.4 Security Technology. PowerSchool will employ industry standard measures to protect data from unauthorized 
access. The service security measures will include server authentication and data encryption. PowerSchool will host 
data pursuant to the MSA in an environment using firewall(s) that are updated according to industry standards. 
A.1.5 Monitoring. PowerSchool will log and analyze events across critical systems to identify potential threats to 
confidentiality, integrity, and availability of Customer Data. 
A.1.6 Security Coordinator. PowerSchool will provide the name and contact information of PowerSchool’s security 
coordinator for the Customer Data received pursuant to the MSA and this DPA upon written request. 
A.1.7 Vendor-Data Subprocessors Bound. PowerSchool will enter into written agreements whereby Vendor-Data 
Subprocessors agree to secure and protect Customer Data in a manner consistent with the terms of this exhibit and the 
DPA. PowerSchool will periodically conduct or review compliance monitoring and assessments of Vendor-Data 
Subprocessors to determine their compliance with this exhibit and DPA. 
A.1.8 Periodic Risk Assessment. PowerSchool acknowledges and agrees to conduct digital and physical periodic risk 
assessments at least annually and take commercially reasonable industry standard steps to remediate identified security 
and privacy vulnerabilities in a timely manner. 
A.1.9 Established Security Policies. PowerSchool will follow its established access security policies to support the 
confidentiality, integrity, and availability of the Customer Data against risks including but not limited to unauthorized 
access, collection, use, disclosure or disposal, loss, or modification. Such security arrangements will include, without 
limitation, reasonable physical, administrative, and technical safeguards. 
A.1.10 Audits and Compliance Reports. PowerSchool’s security compliance is assessed by independent third-party 
auditors. Upon Customer agreeing to an NDA, PowerSchool shall provide access to information regarding 
PowerSchool’s ISO 27001:2103 certification and SOC II Reports. To the extent that PowerSchool discontinues a third- 
party audit, PowerSchool will adopt or maintain an equivalent industry-recognized security standard. 

 

B.1 Data Incident. In the event Customer Data is accessed or obtained by an unauthorized individual or third party, 
PowerSchool will: 

B.1.1 provide notification to Customer within a reasonable amount of time of confirmation of the Incident, not 
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exceeding seventy-two (72) hours. 
B.1.2 comply with all reasonable requests from Customer in relation to such Incident and, in consultation with 
Customer and subject to any directions from Customer, take all reasonable steps to mitigate any harmful effect resulting 
from any such unauthorized access to, use or disclosure of Customer Data. 

B.2 Post Incident Process. In the event of an Incident, PowerSchool will follow the following process: 
B.2.1 Provide a security incident notification written in plain language after confirmation of the incident. 
B.2.2 The security incident notification will include, at a minimum, the following information: 

B.2.2.1 The name and contact information of Customer’s Designee or his/her designee for this purpose. 
B.2.2.2 A list of the types of Customer Data that were or are reasonably believed to have been the subject 

of an incident. 
B.2.2.3 If the information is possible to determine at the time the notice is provided, then either (1) the 

date of the incident, (2) the estimated date of the incident, or (3) the date range within which 
the incident occurred. The notification will also include the date of the notice. 

B.2.2.4 Whether   the notification was delayed as a result of a law enforcement investigation, if that 
information is possible to determine and permitted at the time the notice is provided. 

B.2.2.5 A general description of the incident, if that information is possible to determine at the time the 
notice is provided. 

B.2.3 PowerSchool agrees to adhere to all requirements in applicable state, provincial and federal law with respect to 
an Incident related to Customer Data, including, when appropriate or required, the required responsibilities and 
procedures for notification and mitigation, where commercially reasonable, of any such data breach. 
B.2.4 PowerSchool maintains a written incident response plan that is consistent with industry standards and the 
applicable federal (country), state, or provincial law for responding to a data incident, security incident, privacy 
incident, or unauthorized acquisition or use of the Customer Data or any portion thereof, including personally 
identifiable information. 
B.2.5 If Customer requests PowerSchool's assistance providing notice of unauthorized access, and such assistance 
does not take on a form unduly burdensome to PowerSchool, PowerSchool will reasonably co- operate and assist in, 
any investigation of a complaint that any Customer Data has been collected, used or disclosed contrary to Privacy Laws, 
or the policies of Customer, whether such investigation is conducted by Customer itself or a body having the legal 
authority to conduct the investigation, including but not limited to co-operation and assistance in notifying the affected 
Data Subject(s) of the unauthorized access. 

 

C.1 Canada: For engagements with Customers and Users located in Canada and any of its provinces, the Parties 
acknowledge such Customer Data will be subject to public sector or private sector data protection laws, as applicable, including 
the Personal Information Protection and Electronic Documents Act, and any substantially similar provincial law. 

C.1.1 As an example, if the province of Ontario, the Education Act, RSO 1990, c.E.2, Personal Health Information 
Protection Act, 2004, S.O. 2004, c. 3, Sched. A., Municipal Freedom of Information and Protection of Privacy Act 
RSO 1990, c.M.56 and the Protection of Personal Information and Electronic Documents Act S.C. 2000, c. 5. 
 

C.2 United States: For engagements with Customers and Users located in the United States any specific states territory, the 
Parties acknowledge that: 

C.2.1 Customer Data may include Personal Data from Education Records that are subject to the Family Educational 
Rights and Privacy Act, as amended (“FERPA Records”); 
C.2.2 to the extent that Customer Data includes FERPA Records, PowerSchool will be considered a “School 
Official” (as that term is used in FERPA and its implementing regulations) and will comply with the requirements and 
obligations of School Officials under FERPA. Each Party represents and warrants to the other Party that it will comply 
with all provisions of FERPA applicable to such Party’s performance hereunder. 
C.2.3 the Parties also acknowledge that applicable Customer Data may include Personal Data from children under the 
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age of 13, subject to the Children’s Online Privacy Protection Act and related regulations (“COPPA”). 
C.2.4 Where applicable, Customer acknowledges that it will act as agent for the parents of students under the age 
of 13 for purposes of COPPA. Customer represents to PowerSchool that through the duration of this Agreement, the 
Customer is duly authorized to provide the data to PowerSchool for processing based on having obtained parental 
consent where necessary. 
C.2.5 Customer acknowledges that it has read and fully understands PowerSchool’s Privacy Policy, available at 
http://www.powerschool.com/privacy. 
 

C.3 European Union: For engagements with Customers and User(s) located in the member countries of the European 
Union and the European Economic Area, the Parties acknowledge applicable Customer Data will be subject to the General Data 
Protection Regulation (GDPR), as amended with enforcement from the European Data Protection Board through EU and EEA 
national data protection authorities, and the European Data Protection Supervisor (EDPS). 
 
C.4 United Kingdom: For engagements with Customers and User(s) located in the United Kingdom after December 31, 
2020, the Parties acknowledge applicable Customer Data will be subject to the United Kingdom General Data Protection 
Regulation, and Data Protection Act of 2018, as amended, along with will regulations such as the Pupils’ Educational Records 
Regulation 2003 (Scotland); the Public Information Regulations 2011 (Wales); and the Education Regulations (Northern 
Ireland) of 2009, as amended, and as enforced by the Information Commissioner. 
 
C.5 Switzerland: For engagements with Customers and its User(s) located in Switzerland, the Parties acknowledge 
applicable Customer Data will be subject to the Swiss Federal Data Protection Act, to be replaced with the Swiss Data 
Protection Act 2020 (DPA). 
 
 
 
 



 

10 
 

SCHEDULE 2-C 
 

POWERSCHOOL DATA SECURITY AND PRIVACY PLAN 

 
Additional elements of PowerSchool’s Data Security and Privacy Plan are as follows: 

 
(a) In order to implement all state, federal, and local data security and privacy requirements, including those 

contained within this Data Security and Privacy Plan (“DSPP”), consistent with the Customer’s data security and privacy 
policy, PowerSchool will: Review its data security and privacy policy and practices to ensure that they are in conformance 
with all applicable federal, state, and local laws and the terms of this DSPP. In the event PowerSchool’s policy and practices 
are not in conformance, PowerSchool will implement commercially reasonable efforts to ensure such compliance. 

 
(b) As required by the NIST Cybersecurity Framework, in order to protect the security, confidentiality and integrity 

of the Protected Data that it receives under the Agreement, PowerSchool will have the following reasonable administrative, 
technical, operational and physical safeguards and practices in place throughout the term of the Agreement: 

 
Data Security: 

· Data-at-rest & data-in-transit (motion) are encrypted. 
· Data leak protections are implemented Information Protection Processes and Procedures. 
· Data destruction is performed according to contract and agreements. 
· A plan for vulnerability management is developed and implemented Protective Technology. 
· Log/audit records are ascertained, implemented, documented, and reviewed according to policy. 
· Network communications are protected. 

 
Identity Management, Authentication and Access Control: 

· Credentials and identities are issued, verified, managed, audited, and revoked, as applicable, for authorized 
devices, processes, and users. 

· Remote access is managed PowerSchool also conforms to the ISO 27001:2013 standard. 
 
(c) For any of its employees (or employees of any of its subcontractors or assignees) who have access to Protected 

Data, PowerSchool has provided or will provide training on the federal and state laws governing confidentiality of such data 
prior to their receiving access, as follows: Annually, PowerSchool will require that all of its employees (or employees of any 
of its subcontractors or assignees) undergo data security and privacy training to ensure that these individuals are aware of and 
familiar with all applicable data security and privacy laws. 

 
(d) In the event that PowerSchool engages any subcontactors, assignees, or other authorized agents to perform its 

obligations under the Agreement, it will require such subcontactors, assignees, or other authorized agents to execute written 
agreements requiring those parties to protect the confidentiality and security of Protected Data under applicable privacy laws. 

 
(e) PowerSchool will manage data security and privacy incidents that implicate Protected Data, including 

identifying breaches and unauthorized disclosures, and PowerSchool will provide prompt notification of any breaches or 
unauthorized disclosures of Protected Data. More information on how incidents are handled can be found in the Main Service 
Agreement (“MSA”). 

 
(f) PowerSchool will implement procedures for the return, transition, deletion and/or destruction of Protected Data 

at such time that the Agreement is terminated or expires, as more fully described in MSA. 

 


	117b99c7-6be2-4fcf-bd5f-17486633ab2e.pdf
	2025-Poudre-PS Agreement_ 9.24.25 Final
	Exhibit A - PSD Student Data Information Request for Software Services
	Exhibit B-1 - Compiled Quote
	Exhibit B-2 - SchoolMessenger Quote
	Exhibit C - 2024 Standard DPA

	c16d4964-1028-48a2-a012-43cb13285830.pdf
	117b99c7-6be2-4fcf-bd5f-17486633ab2e.pdf
	2025-Poudre-PS Agreement_ 9.24.25 Final
	Exhibit A - PSD Student Data Information Request for Software Services
	Exhibit B-1 - Compiled Quote
	Exhibit B-2 - SchoolMessenger Quote
	Exhibit C - 2024 Standard DPA



